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Two Topics in the session

<+ Topic 1: Potential change to browser UI for
Subject DN of EV SSL Certificate

<»Topic 2: Discussion of Amendment of EVGL
9.2.5 about 3 OIDs
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EV SSL Certificate Detailed Information of
Subject DN view In Opera/Wlndows 7
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EV SSL Certificate Detailed Information of
Subject DN view in Firefox/Windows 7
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EV SSL Certificate Detailed Information of
Subject DN view in IE /Windows 7
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Discussion 1

<» The UI for Details of Subject information of an EV SSL
certificate by Safari, Chrome in windows are the same
as view in IE/Windows

< Could browsers parse the OIDS like
1.3.6.1.4.1.311.60.2.1.2 as meaningful string?

<[t will greatly improves user experience to
browse important sites installed by EV SSL
certificates.

<+ Could the browser vendors' representatives
help to ask the programming team if/when this
request is met?
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Mapping Table
OID _____Proposed Ulindetails _____[Note

1.3.6.1.4.1.311.60. Option 1: Jurisdiction State or EVGL
2.1.1 Province 9.2.5
Option 2: Jurisdiction of
Incorporation State or Province

1.3.6.1.4.1.311.60. Option 1: Jurisdiction State or EVGL
2.1.2 Province 9.2.5
Option 2: Jurisdiction of
Incorporation State or Province

1.3.6.1.4.1.311.60. Option 1: Jurisdiction of Country EVGL 9.2.5

2.1.3 Option 2: Jurisdiction of

Incorporation Country
2.5.4.15 Business Category EVGL 9.2.4
2.5.4.17 Postal Code EVGL 9.2.7

JE%?EI ECECECECECOE W OW AT —EEESAE Always Ahead 7



Mozilla" s response

<+ Thanks for Gervase’ s suggestion to file a bug for
Mozilla:

= This seems like a perfectly reasonable suggestion :-)

As Mozilla is developed as open source, you should file a
bug in our bug tracker here:

https://bugzilla.mozilla.org/enter bug.cgi?product=Core&
component=Security%3A%20PSM to suggest it.

<+ Li-Chun has filed a bug in
https://bugzilla.mozilla.org/show_bugqg.cqi?id=1308755

< Gervase concluded : we are rewriting the part of
Firefox which decodes certificates into JavaScript.
Once that is done, the new implementation may well
be able to support the changes you request.

-00
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https://bugzilla.mozilla.org/enter_bug.cgi?product=Core&component=Security: PSM
https://bugzilla.mozilla.org/enter_bug.cgi?product=Core&component=Security: PSM
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https://bugzilla.mozilla.org/show_bug.cgi?id=1308755

Topic 2

Discussion of Amendment of EVGL
9.2.5 about 3 OIDs
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Discussion 2-EV GL 9.2.5

< In EV GL, 9.2.5 Subject Jurisdiction of Incorporation or
Registration Field

Certificate fields:
Locality (if required):

subjectyurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1)
ASN.1 - X520LocalityName as specified in RFC 5280

State or province (if required):

subjectjurisdictionStateOrProvinceName (OID:
1.3.6.1.4.1.311.60.2.1.2)
ASN.1 - X520StateOrProvinceName as specified in RFC 5280

Country:

subjectjurisdictionCountryName (OID:
1.3.6.1.4.1.311.60.2.1.3)
ASN.1 - X520countryName as specified in RFC 5280

L Crah pememememe e meme BT7R —EAESHE Always Ahead 10



1.3.6.1.4.1.311.60.2.1.1

L T T T
GG‘)‘@ http://www.alvestrand.no/objectid/1.3.6.1.4.1.311.60.2.1.1.html D v O H @ Q1D description for .. ‘ ‘ {% 33 EJ:}
B = m vy 880y =2ES) vy TEO)v @~

1.3.6.1.4.1.311.60.2.1.1 - Locality

Submitted by from host (85.157.59.86) on Sat Cct 168 23:23:02 CEST 2014 using a WWW entry form,

OlDwalue: 1.36.1.4.1.311.602.1.1
OID description:
URL for further info: https J/vrwnw. mozilla.orgfprojects/securitv/certa/ev/onidelines-draft-20.doc é B ro ke n I | n k

See also the CID Repository website reference for 1.36.1.4.1.311.60.2.1.1 é Please See neXt page

Superior references

s |136.14.1.311 - Microgoft
« [0 4] -TANATegistered Private Enterprizes
s 1.36.14 - Internet Private
+ 1.36.1 - OID aszignments from 1.3.6.1 - Internet

1.36 - US Department of Defense
1.3 -1SO Identified Crganization
1 -I5C assigned OIDs

Top of OID tree

Search for text in all CIDs starting with 1.3.6.1.4.1.311.60.2.1.1;
| | H Search... ‘ |
Go to the top node if you need to search all entries.

Tell me about CIDs you know about
Incoming OIDs that have not been proofread vet

Entered: Sat Oct 18 23:23:02 CEST 2014 (not changed rmanually)



1.3.6.1.4.1.311.60.2.1.1

ttp://www.oid-info.com/get/1.3.6.1.4.1.311.60.2.1.1 ,0 A 0 éi OID repository - {iso...

-

® n
N

|
=N

»iso(1) » identified-organization(3) » dod(8) » internet(1) »
private(4) » enterprise(1) » 311 »ev(60) + 2 + 1

jurisdictionOfIncorporationLocalityName (1)

OID description

Pow
od Ebe
i

» Format of this page
» Modify this OID
» Create a child OID

» Create a brother
QID

» Find similar OIDs

{iso(1) identified-organization(3) dod(6) internet A,
(1) private(4) enterprise(1) 311 ev(60) 2 1 (ASN.1 notation)
jurisdictionOflncorporationLocalityName(1)} v
OID: 1.36.1.4.1.311.60.2.1.1 s (dot notation)
/1SO/Identified- A .
Organization/6/1/4/1/311/60/2/1/1 v (OID-IRI notation)
Description: jurisdictionOflncorporationLocalityName

Short URL for this page: \hrtp:;foid-info_com;gem_3_6_1 4.1.311.60.2.1.1

Disclaimer: The owner of this site does not warrant or assume any liability or responsibility for the accuracy, completeness, or usefulness
of any information available on this page (for more information, please read the complete disclaimer).

All rights reserved, Crange © 2016
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13614131160212

/ O OID descriptio x § ¥ -
(— C | @ www.alvestrand.no/objectid/1.3.6.1.4.1.311.60.2.1.2.htm|

- _l

1.3.6.1.4.1.311.60.2.1.2 - State or province

Submitted by from host (8513759 86) on Sat Oct 18 23:22:46 CEST 2014 using a WWW entrv form.
OID value: 136.141311.602.12

OID description:
URL for further info: https:/vwwwmozilla org/projects secuntyv/certs/ev/ sumdelines-draft-20 .doc é B rO ke n Iln k

See also the OID Eepository website reference for 1.3.6.1.4.1.311602.1.2 é Please See next page

Superior references

.1.4.1.311 - Microsoft

141 -TANA-registered Private Enterprises
1.4 - Internet Private
1. 3 6 1 - OID assignments from 1.3.6.1 - Internat
1.3.6 - US Department of Defense
1.3 - ISO Identified Organization
1 - 180 assigned OIDs

Top of OID tree

el e |
|
ChCh.Ch

Search for text in all OIDs starting with 1.36.14.1.311.602.1.2:
Search...

Go to the top node if vou need to search all entries.

Tell me about OIDs vou know about
Incoming OIDs that have not been proofread vet

Entered: Sat Oct 18 23:22:46 CEST 2014 (not changed manually)
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/ ® OID repositor; x
&« C | ® www.oid-info.com/get/1.3.6.1.4.1.311.60.2.1.2

»Iso(1) » identified-organization(3) » dod(6) » internet(1) »
private(4) » enterprise(1) » 311 »ev(60) »2 » 1

jurisdictionOfIncorporationStateOrProvinceName(2)

» Format of this page
» Modify this OID

» Create a child OID
» Create a brother

OID description oD
» Eind similar OIDs

{iso(1) identified-organization(3) ded(8) internet(1) private(d)
enterprise(1) 311 ev(60) 21
jurisdictionOfinc orporationStateOrProvinc eName(2)}

(ASN.1 notation)

BN

OID: e 1 4131160212 p (dot notation)
/IS0l dentified-Organization/6/1/4/1/311/60/2/1/2 OID-IRI notation
p (CID-IRI )

Description: jurisdictionOflncorporationState OrProvinceName

Short URL for this page: http://oid-info.com/get/1.3.6.1.41.311.60.2.1.2

Disclaimer: The owner of this site does notwarrant or assume any liability or responsibility for the accuracy,
completeness, or usefulness of any information available on this page (for more information, please read the
complete disclaimer).

All rights reserved, Crange @ 2016

Webmaster @ 12 Jul2012 @




1.3.6.1.4.1.311.60.2.1.3

rOID description for 1.3... *
_('__@www.alvestrand.no/objectid/l.3.6.1.4.1.3ll.60.2.l.3.htm| ¢ || Q #= *BE O A 4 -3 0 86 =

1.3.6.1.4.1.311.60.2.1.3 - Country

Submitted by from host (85.157.59.86) on Sat Oct 18 23:24:03 CEST 2014 using a WWW entry form.

OID value: 1.3.6.1.4.1.311.60.2.1.3

OII_) de.scr_ip(_iOFH _ . . é B u g eXISted

subject:;jurisdictionOfIncorporationCountryName ASN.1 - X520countryName as specified in RFC 3280
URL for further info: https://www.mozilla.org/projects/security/certs/ev/guidelines-draft-20.doc é B o ke n | N k
See also the OID Repository website reference for 1.3.6.1.4.1.311.60.2.1.3 é P I ease seen eXt pag e

Superior references

1.3.6.1.4.1.311 - Microsoft

1.3.6.1.4.1 - IANA-registered Private Enterprises
1.3.6.1.4 - Internet Private

1.3.6.1 - OID assignments from 1.3.6.1 - Internet
1.3.6 - US Department of Defense

1.3 - ISO Identified Organization

1-1IS0 assigned OIDs

Top of OID tree

Search for text in all OIDs starting with 1.3.6.1.4.1.311.60.2.1.3:
Search...
Go to the top node if you need to search all entries.

Tell me about OIDs you know about
Incoming OIDs that have not been proofread yet

Entered: Sat Oct 18 23:24:03 CEST 2014 (not changed manually)



1.3.6.1.4.1.311.60.2.1.3

_/.- OID repository - {is... * \'T-

€ | @ www.oid-info.com/get/1.3.6.1.4.1.311.60.2.1.3 C #=

http://oid-info.com

Home Tree display

FAQ

Search OID

»iso(1) » identified-organization(3) » dod(6) » internet(1) »
private(4) » enterprise(1) » 311 1ev(60) »2 + 1

jurisdictionCfIncorporationCountryName (3)

@y EDO
A

OID description

{iso(1) identified-organization(3) dod(6) internet(1)
private(4) enterprise(1) 311 ev(60) 2 1
jurisdictionOflncorporationCountryName(3)}

OID: 1.3.6.1.4.1.311.60.2.1.3

/ISO/Identified-Organization/6/1/4/1/311/60/2/1/3

Description:

Short URL for this page: ntip:/oid-info.com/get/1.3.6.1.4.1.311.60.2.1.3

jurisdictionOflncorporationCountryName

» Format of this page

» Modify this OID

» Create a child OID
» Create a brother
QID

» Find similar OIDs

m

(ASN.1 notation)

(dot notation)

(OID-IRI notation)




X520Locality in RFC 5280

<+ For RFC 5280 PKIX Certificate and CRL Profile
(https://www.ietf.org/rfc/rfc5280.txt) - page 112,

-- Naming attributes of type X520LocalityName

id-at-localityName  AttributeType ::={id-at 7}

-- Naming attributes of type X520LocalityName:

-- X520LocalityName ::= DirectoryName (SIZE (1..ub-locality-name))

-- Expanded to avoid parameterized type:

X520LocalityName ::= CHOICE {
teletexString TeletexString (SIZE (1..ub-locality-name)),
printableString PrintableString (SIZE (1..ub-locality-name)),
universalString UniversalString (SIZE (1..ub-locality-name)),
utf8String UTF8String  (SIZE (1..ub-locality-name)),
bmpString BMPString  (SIZE (1..ub-locality-name)) }

§‘=f Cq"js%f{m HE E B EE®N &7 —BEEE&AIE Always Ahead 17



X520StateOrProvinceName in RFC 5280

-- Naming attributes of type X520StateOrProvinceName
id-at-stateOrProvinceName AttributeType ::= { id-at 8 }
-- Naming attributes of type X520StateOrProvinceName:

-- X520StateOrProvinceName ::= DirectoryName (SIZE (1..ub-state-
name))

-- Expanded to avoid parameterized type:
X520StateOrProvinceName ::= CHOICE {
teletexString TeletexString (SIZE (1..ub-state-name)),
printableString PrintableString (SIZE (1..ub-state-name)),
universalString UniversalString (SIZE (1..ub-state-name)),
utf8String UTF8String  (SIZE (1..ub-state-name)),
bmpString BMPString  (SIZE (1..ub-state-name)) }

§‘=f 238%%'{? HE E B EE®N &7 —BEEE&AIE Always Ahead 18



X520countryName in RFC 5280

< In RFC 5280 Page 114,

-- Naming attributes of type X520countryName
(digraph from IS 3166)

iId-at-countryName  AttributeType ::={id-at6}

X520countryName ::= PrintableString (SIZE (2))

§—=f cthg%ffgm HE E B E BB SR —BEESEEAE Always Ahead
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3 OIDs are not in RFC 5280 and X.520
< Note that in RFC 5280 page 111,

-- Arc for standard naming attributes
id-at OBJECT IDENTIFIER ::= {joint-iso-ccitt(2) ds(5) 4 }

< So these OID of Locality, StateOrProvinceName,
countryName in EVGL section 9.2.5. should be 2.5.4.7,
2.5.4.8 and 2.5.4.6, respectively.

< In X.520 or RFC
5280(https://tools.ietf.org/html/rfc5280), There are no
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:
1.3.6.1.4.1.311.60.2.1.2), jurisdictionCountryName
- (OID:1.3.6.1.4.1.311.60.2.1.3

E_=f thjg%‘ﬁ{gm E B EEEE SR —BEESEEAE Always Ahead 20



https://tools.ietf.org/html/rfc5280

Ways to solve the issue

<+ To solve above EV Guideline section 9.2.5 using the
proprietary Microsoft OIDs that don’ t appearin X.520
and RFC 5280 to represent the level of the Incorporating
Agency or Registration Agency, let's collect CAs' and
Browsers' opinions.

<+ For Chunghwa Telecom Co. Ltd found the issue in June
2016, we are glad to modify our CPS and EV SSL
certificates profiles and programs after a ballot set up an
effective date.

<+ Erwann Abalea has offered several ways to fix the issue

in https://cabforum.org/pipermail/public/2016-
June/007893.html

(=5
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Some response about change the OIDs and amend
the EVGL(1/2)

< https://cabforum.org/pipermail/public/2016-
July/007913.html, where Ryan Sleeve of Google wrote:

“[I want to] indicate that we don't feel it would be
appropriate or necessary to introduce new OID arcs for EV
attributes, and would in fact be detrimental to the
ecosystem. As such, unless new information is shared to
further understand the objective, we'd vote no on any such

ballot. “

2 235%%'{?. HEEEEN B VIR —EEE=RAE Always Ahead 22
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Some response about change the OIDs and amend
the EVGL(2/2)

< https://cabforum.org/pipermail/public/2016-
July/007979.html, where Rich Smith of Comodo wrote:

Ryan,

My suggestion was based purely on the fact that any
documented use of these OIDs is, to the best of my knowledge,
only in CA/B Forum work product, so it seemed a good idea to
me, now that we can, to transition them to actually being CA/B
Forum OIDs. Idon't have strong feelings on the matter, butI do
think it makes things cleaner over the long haul, especially should
we decide to add other related OIDs into future work product, to
have them managed in house. ButI do take your point as to it
being a lot of technical changes, both on browser/relying party
side and CA side for what, at least at this moment in time, has
pretty much zero need or payback aside from the above
mentioned possible future 'benefits’'.

o e mmmmm BT —EEERAE Always Ahead 23



Suggestion 1 by Erwann Abalea of DocuSign (1/2)

<+ I haven’ tseen an authoritative definition of these 3
attributes, but always considered them the way Peter
described them. Maybe Microsoft should propose a
clear definition, using the syntax from RFC5912,
something like this:

iId-MS-jurisdictionLocalityName OBJECT IDENTIFIER ::= { 1
3614131160211}

iId-MS-jurisdictionStateOrProvinceName OBJECT
IDENTIFIER :={1361413116021 2}

iId-MS-jurisdictionCountryName OBJECT IDENTIFIER ::= {1
3614131160213}

E_=f cthg%‘;‘?{m EE EEE B B VIR —EEE=RAE Always Ahead 24



Suggestion 1 by Erwann Abalea of DocuSign (2/2)

at-jurisdictionCountryName ATTRIBUTE ::= {
TYPE PrintableString (SIZE (2))
IDENTIFIED BY id-MS-jurisdictionCountryName

}

at-jurisdictionStateOrProvinceName ATTRIBUTE ::= {
TYPE DirectoryString {ub-state-name}
IDENTIFIED BY id-MS-jurisdictionStateOrProvinceName

}

at-jurisdictionLocalityName ATTRIBUTE ::= {
TYPE DirectoryString {ub-locality-name}
IDENTIFIED BY id-MS-jurisdictionLocalityName

}

DirectoryString is also redefined in RFC5912 to have a size constraint.

i:f cthg%f{gm HE E B E NN HT7IR —EEERAEA Always Ahead 25



Similar to Suggestion 1 by Peter Brown of Amazon(1/2)

% If we removed the lines with “X520” from section 9.2.5
of the EVGL and added the following,

id-evat OBJECT IDENTIIER ::= {iso(1) identified-organization(3) dod(6) internet(1)
private(4) enterprise(1) 3116021}

id-evat-jurisdictionCountryName AttributeType ::= { id-evat 3 }

jurisdictionCountryName ATTRIBUTE ::= {
SUBTYPE OF name

WITH SYNTAX CountryName

SINGLE VALUE  TRUE

LDAP-SYNTAX  countryString.&id
LDAP-NAME {"jurisdictionC"}

ID id-evat-jurisdictionCountryName }

3 thjg%‘ﬁ{gm. H E E == &7 —BEEE&AIE Always Ahead 26



Similar to Suggestion 1 by Peter Brown of Amazon (2/2)

id-evat-jurisdictionStateOrProvinceName AttributeType ::= { id-evat 2 }

jurisdictionStateOrProvinceName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX DirectoryString {ub-state-name}

SINGLE VALUE  TRUE

LDAP-SYNTAX  directoryString.&id

LDAP-NAME {"jurisdictionST"}

ID id-evat-jurisdictionStateOrProvinceName }

id-evat-jurisdictionLocalityName AttributeType ::= {id-evat 1}

jurisdictionLocalityName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX DirectoryString {ub-locality-name}
SINGLE VALUE  TRUE

LDAP-SYNTAX  directoryString.&id

LDAP-NAME {"jurisdictionL"}

ID id-evat-jurisdictionLocalityName }

3 thjg%‘ﬁ{gm. H E E == &7 —BEEE&AIE Always Ahead
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Suggestion 2

Use {joint-iso-itu-t(2) international-organizations(23) ca-browser-
forum(140) extended-validation (1) jurisdictionLocalityName(1)}

{joint-iso-itu-t(2) international-organizations(23) ca-browser-
forum(140) extended-validation (1)
jurisdictionStateOrProvinceName(2)}

{joint-iso-itu-t(2) international-organizations(23) ca-browser-
forum(140) extended-validation (1) jurisdictionCountryName(3)}

To replace 1.3.6.1.4.1.311.60.2.1.1, 1.3.6.1.4.1.311.60.2.1.2 and
1.3.6.1.4.1.311.60.2.1.3, respectively.

IF browsers agree to solve Topic 1, maybe browser s change the code
when parsing Subject DN of an EV SSL certificate, they show 3 old
proprietary Microsoft OIDs and CA/Browser Forum 3 new OIDs as
meaningful string.

i:f cthg%f{gm HEEH EE BN SR —BEESEEAE Always Ahead 28



Table Summarizing OID Allocation from CA/B Form wiki

The CA/Browser Forum node is:- 2.23.140
{joint-i1so-itu-t(2) international-organizations(23) ca-browser-
forum(140)}

Table Summarizing OID Allocation

QID Name Type Notes

223140 ca-browser-forum Node

2231401 certificate-policies Node CABF Policy node

2.23.140.1.1 | extended-validation Policy OID Value The CABF EV Policy OID

2.23.1401.2 baseline-requirements Node CABF Baseline Requirement Policy node
2.23.140.1.2.1  domain-validated Palicy OID Value The CABF DV Policy OID

2.23.140.1.2.2 | organization-validated Policy OID Value The CABF OV Policy OID

2.23.140.1.2.3 | individual-validated Policy OID Value The CABF Individual Validated Policy OID
2.23.140.1.3 | ev-code-signing Policy OID Value The CABF EV Code Signing Policy OID
2.23.140.1.31 | cabf-TorServiceDescriptor = Policy OID Value TorServiceDescriptor for .onion EV Certificates
2231402 certificate-extensions Node CABF Certificate Extension node
2.23.140.2.1  testcertificate Certificate OID Value = This extension will be marked critical in Test Certificates to render them invalid for browser use

https://www.cabforum.org/wiki/Object%20Registry
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